
International Journal of Law, Management and Social Science  ISSN: 2581-3498 

 

Vol. 2, Issue III, Jul-Sep, 2018                    http://bharatpublication.com/journal-detail.php?jID=35/IJLML 

 

 

61 
 

BHARAT PUBLICATION 

EMPLOYABILITY OF BLOCKCHAIN TECHNOLOGY TO 

SECURE CRIME CASE SUMMARY 

Sourav Malik 

Amity University, Noida 

 

ABSTRACT 

The information owner might use quality-based encryption to encode the saved data to achieve access 

control and keep information secure in the cloud. As an answer for this, an encryption-based 

calculation with assignment can be utilized. Accordingly, the AES Rijndael calculation is adjusted to 

encode and decode the information using a similar key with the digitization of customary records; 

police headquarters experience difficult issues, like criminal case report storage and access. The 

overseeing office invests significant energy questioning the necessary information while getting to 

wrongdoing case reviews. On this assumption, this review suggests an example sharing plan that offers 

encryption based on cyphertext to guarantee the privacy of information and crime case plans access 

control. The official might encode the put-away data for achieving access control and keeping data 

secure. Hence for encryption purposes, we used AES encryption. This calculation guarantees the 

security of data and allows Privacy. 

I. INTRODUCTION 

Distributed storage is a distributed computing model that stores information online through a 

distributed computing supplier that oversees and works information storage as maintenance. It's 

followed through on-request without a moment to spare limit and costs and disposes of purchasing and 

dealing with the storage of your detail’s framework. There is no equipment to buy, stockpiling to the 

arrangement, or capital utilized with distributed storage. Distributed storage permits IT to rapidly 

convey the specific measure of capacity required right when it's needed. This will empower IT to zero 

in on tackling complex application issues as opposed to overseeing storage frameworks. Blockchain 

decentralization wipes out the convergence of distributed storage servers and settles the security 

patches brought about by network attacks. 

II. LITERATURE SURVEY 

In 2008, Satoshi Nakamoto, in his paper, suggested the idea of blockchain. Later it was implemented 

by the Bitcoin blockchain. The report named "Bitcoin: A Peer-to-Peer Electronic Cash System" 

examines the P2P e-transaction system, which allows online transaction without any intervention of 

third party or banks. The trust issue was settled utilizing computerized marks and tackled one more 

basic problem with the electronic money framework called twofold spending in a P2P organization. 

The association timestamps trade by hashing them to an endless chain of hash-based proof of work, 

moulding a record that can't change. The longest chain filled in as affirmation of the collection of events 
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seen came from the fundamental pool of CPU power. Attackers can't make the longest chain, and they 

own over half of the CPU power. Messages are revealed on the best effort reason, and centres can leave 

and rejoin the association intentionally, enduring the longest proof-of-work chain [Nak08]. 

Blockchains are shared, permanent records for recording the historical backdrop of exchanges. They 

cultivate another age of value-based applications that build up trust, responsibility, and 

straightforwardness.  

The fundamental reason for blockchain improvement was first for a monetary application; however, 

after the presentation of smart contracts, blockchain applications bear no longer limit. Would now be 

able to utilize blockchain for financial and non-monetary applications [CNSK15]. Among one of these 

applications is IoT. Blockchain licenses us to have a distributed P2P network where trust less people 

can interface without a trusted dirty action. Intelligent agreements scripts that dwell on the blockchain 

gives robotization of multi-step processes. Blockchain works with sharing management and assets, 

prompting a commercial centre of administrations among gadgets and permitting us to computerize a 

few existing, tedious work processes in a cryptographically unquestionable way. The blockchain-IoT 

mix is amazing and can cause critical changes across a few ventures, prompting new action plans and 

novel, conveyed applications [CD16]. In the IoT time, new associated gadgets will spread 

exceptionally delicate individual information. Sending this sort of information to a unified framework 

addresses an extreme danger to security. A potential answer for secure protection is to use Peer-to-Peer 

storage networks in the mix with the blockchain. In any case, such design, despite promising, installs 

still limits, particularly concerning versatility [CVM17]. There are three critical offers given by 

blockchain-based IoT stages shown in [OCo17].  

 

1. Assemble trust between the groups that execute together. Blockchain-based IoT empowers gadgets 

to take part in exchanges as a confided in the party. People in an arrangement may not believe one 

another, yet unmodifiable information from devices put away on blockchain give the essential trust to 

organizations and individuals to participate.  

2. Lessen costs empower members to decrease money related and time responsibility costs by 

ultimately eliminating the ''centre gentleman'' from the cycle. Exchanges and gadget information are 

presently shown on a distributed premise, generally eliminating legitimate or authoritative expenses.  

3. Speed up exchanges which empower more businesses in general because the ''the centre man'' is 

taken out from the cycle. Smart contracts permit associations to decrease the time required for finishing 

legitimate or legally binding liabilities.  

 

Blockchain gives the answer for trust, diminish cost, speed up the exchange, secure protection, and 

provide decentralized capacity and availability to information on the blockchain, which answers for 

decentralizing the executives of information, computerized property goal, which emphatically affects 

how immense knowledge might evolve [KM17]. 
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III. FRAMEWORK ANALYSIS  

 

A. EXISTING SYSTEM  

In the current framework, individuals go to police headquarters to complain about the violations looked 

by them.  

 

The police register these complaints, keep up with the wrongdoing case synopsis, and store them in the 

information base. At whatever point there is a requirement for these documents, they recover them 

from the information base.  

Any programmer can get to these documents; subsequently, these records have no security. Ought to 

adjust an answer for increment the security of wrongdoing case synopsis.  

 

B. PROPOSED APPROACH  

 

✓ We suggest a framework to foster a web application that will assist with getting the wrongdoing case 

synopsis enrolled in the police headquarters.  

✓ The cop records a criminal case and stores it in the database. Each case synopsis was encoded 

utilizing the AES Rijndael calculation and held as a blockchain in the data set.  

✓ The entrance key is created, and a notice is shipped off the cop for confirmation.  

✓ The official of that specific police headquarters can see the wrongdoing case outline by unscrambling 

the matrix using a key. This empowers protection and security and keeps from outsider access.  

 

IV. FRAMEWORK DESIGN  

 

The design framework comprises of three modules:  

1. Application administrator  

2. Police headquarters  
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Fig. 1 –Flow Diagram of Application manager 

 

Fig. 2 –Flow Diagram of Police station 
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Fig. 3 –Flow Diagram of Higher Officer 

V PROPOSED APPROACH 

 

Fig 4:  Flow diagram of Proposed Approach 
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VI. CONCLUSION  

The proposed framework created is a web application that will assist with getting the wrongdoing case 

outline enlisted in the police headquarters. This application will provide security for the criminal case 

differences using blockchain development by joining AES Rijndael Algorithm and QRCode Image. 
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